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December 5, 2025 

Transparency on ALPR Technology and Community Safety 

The Burbank Police Department has used Automated License Plate Reader (ALPR) 
technology for over a decade. In recent years, fixed-location cameras were piloted in 
areas of the city experiencing significant theft and repeat victimization. The pilot program 
proved to be highly effective in identifying repeat offenders and stopping crime trends. 
Based on these results, the broader deployment of ALPR cameras was included in the 
FY 2024–2025 budget process, under the Department’s Agreements and Contracts List, 
with a not-to-exceed amount of $150,000.  
 
The system is funded through the PD budget. There is no dedicated staffing or monitoring 
associated with it. Flock Safety technology (Flock) has significantly streamlined 
investigative work, saving hundreds of manual investigative staff hours. There is 
misinformation associated with recent articles on the web, which give the impression that 
the appropriate privacy controls are not in place and that departments are sharing 
information with ICE. Attached to this message for reference is a letter from the CEO of 
Flock addressing Data Ownership and Sharing, and additional safeguards that ensure 
every agency that can use Flock does so in accordance with local laws and community 
values.  Additionally, below are bullet points and links that will provide additional 
information to the questions received to date: 
 

• The data is not shared with ICE, Border Patrol, or any federal agency for 
immigration enforcement, consistent with City policy and state law. 
 

o Setting the Record Straight: Statement on Flock Network Sharing, Use 
Cases, and Federal Cooperation 
 

o Ensuring Local Compliance 
 

o The FOIA request Shares.pdf was related to our prior Vigilant system, 
which no longer exists. In 2023 DOJ made us aware of a vulnerability 
within the system, informing agencies that we may be sharing data with ICE. 
Once the department received the letter, we were out of compliance, so we 
immediately deactivated those features.  

 
• ALPR data is encrypted (AES-256): Information collected by the ALPR cameras is 

protected using one of the strongest encryption methods available. In addition, the 
system storing the information follows internationally recognized security 
standards (ISO 27001). 
 

• The manufacturer adheres to CISA “Secure by Design” principles: The company 
that makes the ALPR system designs its equipment and software with  
 

https://www.flocksafety.com/blog/statement-network-sharing-use-cases-federal-cooperation
https://www.flocksafety.com/blog/statement-network-sharing-use-cases-federal-cooperation
https://www.flocksafety.com/blog/ensuring-local-compliance
https://cdn.muckrock.com/foia_files/2022/11/10/Shares.pdf


 

 

BURBANK POLICE DEPARTMENT 
Rafael Quintero, Chief of Police 

200 North Third Street, Burbank, California 91502-1201 
www.burbankpd.org 

RESPECT INTEGRITY EXCELLENCE 

 
 
 
 
 
 
 
cybersecurity as a priority from the start. This approach follows federal guidelines 
from the Cybersecurity and Infrastructure Security Agency (CISA). 
 

o Response to Compiled Security Research on Flock Safety Devices 
 

• The system, retention, and access are regularly audited by the Department on a 
yearly schedule. 

 
The use of the fixed-location ALPR system, in the short time it has been active, has led 
to the recovery of over 80 stolen vehicles, hundreds of arrests for other criminal violations, 
and numerous cases being solved (and crimes being prevented) that otherwise would not 
have been. 
 
Also worth mentioning is that Flock sells its systems to private companies and 
organizations. For those entities, their camera networks operate independently unless 
they choose to share their data with the Police Department. We do not have visibility or 
access to private networks unless the data is explicitly authorized. Currently, only Home 
Depot, Lowe's, and the Toluca Lake HOA have purchased Flock cameras and have opted 
to share their data with us.  
 
The Burbank Police Department is committed to protecting community members from 
criminal activity and uses available technology to enhance this ability.  We continually 
evaluate the efficacy of this technology and any potential negative impact it may 
have.  Searches for vehicles through the ALPR database are done in conjunction with 
active criminal investigations and are regularly audited by the Department and the system 
administrator.   
 
I recognize the community’s concerns about the potential for misuse or abuse of the ALPR 
technology.  There are multiple systems in place to ensure that our use of this highly 
effective tool is done within the bounds of the law and policy.  No technology replaces 
proactive policing or community partnerships.  However, ALPRs are meaningful 
investigative tools that help bring offenders to justice and ultimately reduce victimization 
across our community. We will remain attentive to community feedback and continue 
providing information and education about how the City’s ALPR program operates, the 
safeguards in place, and the steps to protect privacy. 
 

https://www.flocksafety.com/blog/response-to-compiled-security-research-on-flock-safety-devices


 

As the Founder and CEO of Flock Safety, I take nothing more seriously than building best-in-class public 
safety technology that also enables accountability and transparency. Every community should have 
access to technology that makes the whole community safer, and protects their particular values.  

Let me explain how this works in practice: 

Data Ownership and Sharing 

●​ All Flock customers own and control the data collected by our technology on their behalf. Flock 
never sells customer data, and can only share customer data with an explicit customer request. 

●​ Only the customer can choose whether or not to share their data with any other law enforcement 
agency, and sharing can be revoked at any time at the discretion of the customer. 

●​ In the event of a compulsory court order compelling Flock to share data, we notify the customer 
and coordinate with their legal team, unless explicitly prohibited by law.  

On Local Control and Decision-Making 

Over the last months, Flock has mobilized our product team to develop additional safeguards that ensure 
every agency can use Flock in accordance with local laws and community values.  

●​ Restrictions on Federal access: Many local agencies collaborate with Federal law enforcement, and 
agencies have full control over that collaboration. While this has always been the case, any Federal 
agencies on the Flock platform are now more clearly designated, and Federal agencies cannot 
access National or Statewide Lookup.  

●​ Search filters: Now available to any agency, the Search Filter feature automatically flags and blocks 
keywords for prohibited searches. These are available for 1) civil immigration and 2) reproductive 
healthcare. If a search containing a blocked keyword is attempted, no data will be returned. 

●​ Mandatory offense type dropdown: In December, we are introducing a mandatory Offense Type 
dropdown, originating from NIBRS offense categories, required to perform any search. This creates 
clarity in audit reports and helps protect against misuse.  

I want to reiterate, with all confidence, that Flock’s LPR system can be tailored to comply with each 
jurisdiction’s laws and policies. We value our partnership with your agency and look forward to the 
continued impact we can make together.  

Sincerely, 

​
Garrett Langley, CEO and Founder, Flock Safety 

 
 


